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Pap an dé thi s6 1
An toan va an ninh mang
(4 cdu, 3 trang, thang diém 10)

1. Phén phéi khéa (2,5 diém)
a. (0,75 diém)
KDC Ia bén sinh ra khoa phién Ks (0,25 diém).

Ks dugc KDC gui cho A ¢ budce 2, n6 duge ma hoa véi khoa chu chung cia KDC
va A la Ka dé dam bao tinh bao mat (0,25 diém).

Ks dugc KDC giri cho B bang cach giri cho A ¢ budc 2 r6i théng qua A guicho B
0 budc 3, n6 dugc ma hoa véi khoa chu chung cia KDC va B 1a Ky dé dam bao
tinh bao mat (0,25 diém).

b. (0,75 diém)
N1 dung dé chong tan lai hinh thic tin cong lap lai (0,25 diém).

Néu khong c6 N1 thi mdi khi A giri thong bao & budc thir nhat dé thiét 1ap mot két
ndi logic mé&1 véi mot khoa phién mai véi B, dich thu co thé gui lai cho A thong
bao no bat duoc & budc 2 trong mot két ndi logic trude d6 khién cho khoa phién
ding cho két ndi logic moi sé trung voi khoa phién cua két ndi logic cii (0,25
diém).

Khi ¢6 N1 thi mdi 1an nhan duoc thong bao & bude 2, A sé kiém tra xem Ni ¢6
tring v6i N1 & bude 1 ngay trude dé hay khong, néu tring thi 1a théng bao hop 1¢,
con néu khong triung thi 12 tin cong lap lai (khong phai do KDC méi tao ra sau khi
nhan duoc théng bao & budc 1 ma 13 mot thong bao & mot két ndi logic trude day
duogc giri lai) (0,25 diém).

c. (1diém)

Giai thich tac dung cta N2 (ding d¢ chdng lai hinh thirc tn cong gi, néu khong ¢6
N2 thi hinh thirc tan cong dé dién ra nhu thé nao, con khi c6 N2 thi tan cong bi
chong lai nhu thé nao, tai sao trong thong bao ¢ budc 5 lai dung f(N2) thay vi N2)?

2. An toan mirc giao van (3 diém)

Trong mot ung dung Web, hai bén client va server str dung giao thirc Handshake trong
chudi giao thirc SSL dé xac thuc 1an nhau va thoéa thuan cac tham s an ninh (CAc giai
thuat va khoa mat ma). Gia st server chi c6 mot khoa cong khai RSA dugce ching thuc tir
truée. Khoa cong khai nay vira c6 thé sir dung dé ma hoa, vira c6 thé dung dé xac minh
chit ky. Client cling chi c6 mot khoa cong khai dugc chung thuc tur trudc, nhung khoa
cong khai nay dugc tao ra bang giai thuat Diffie-Hellman.

d. (1 diém)
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V& so d6 trao doi thong béo 4 giai doan giita client va server trong giao thirc
Handshake SSL theo cach an toan nhat c6 thé. Luu y 1a client va server co thé tao
ra cac cdp khoa riéng va khoa cong khai tirc thoi (khong duge chung thuc) theo
bat ky giai thuat mat ma khoa cong khai nao.

e. (1,5diém)

Véi mdi thong bao tuy chon (tirc nhitng thong bio khéng phai dbi véi bat ky
phuong phap trao doi khoa nao cling dugc giri) va thong bao client_key_exchange,
hay chi ra n6 c6 nhitng tham s6 cu thé gi.

3. An toan thw dién tir (2,5 diém)

Chuong trinh PGP cia mot nguoi dung A luu gitt vong khoa cong khai co cac truong
Public Key, User ID, Owner Trust, va Signatures nhu sau:

Public PU | PUs PUc PUp | PUe | PUr | PUc PUH PU
Key A
User ID A B C D E F G H I
Owner Tor | Khong | Khong | Mot | Mot | Mgr | Hoan | Hoan | Hoan
Trust bdc | tincdy | biet | phan | phan | phan | toan toan toan
Signatures | - D, F B,D A B,C | AG A B,D,E | H,K

Tinh hop 18 cta khoa cong khai (Key Legitimacy) duoc PGP tinh theo cic quy tic sau:
e Khoa cong khai ciia ban than nguoi dung A 1a hop Ié.

e Néu mdt khoa cong khai c6 it nhat mot chit ky c6 do tin cay (Signature Trust) 1a 6t
bdc thi né hop Ié.

e Néu khong, tinh hop 18 cua khoa cong khai dugc tinh bang tong trong sd do tin cay
ctia cac chir ky. Trong s6 1 duge gan cho cac chit ky co do tin cdy hoan toan. Trong
sd 1/2 duoc gan cho cac chit ky co do tin cay mdt phan. Néu téng trong sb dat t6i
hoac vuot ngudng 1a 1 thi khdéa cong khai dugce xac dinh 1a hop Ié.

e Trong tit ca nhitng trudng hop con lai, khoa cong khai duge coi 1a khong hop Ié.
V& mo hinh tin cay PGP tuong tGng.

4. Antoan IP (2,5 diém)

Trong giao thirc ESP c6 sur dung tuy chon xac thie, dé chéng tan cong lap lai, voi mdi
lién két an ninh, bén giri A duy tri mot bd dém dé dénh s thir tu cho cac goi tin guri di,
bén nhan B phat hién cac goi tin 1dp hoac dén qua tré théng qua mot co ché ctra sb. Gia
sir ctra 8O €6 kich thude W = 64, s6 tht tu 16n nhat B nhan duge trong magt goi tin hop 1¢
cho dén thoi diém hién tai 1a N = 250, B da nhan dugc tat ca cac goi tin hop 18 tir 1 dén
250 ngoai trir cac gbi tin c6 s6 thir tu tir 180 dén 190. Hay mo ta két qua xir 1y theo ding
trinh tu tai B khi nhan duoc 1an luot cac g01 tin sau:

1. (0,5 diém)
Mot géi tin hop 18 c6 sb thir tr 1a 187.
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2. (0,5 diém)

Mot g6i tin khong hop 16 ¢6 sb thir tu 1a 253.
3. (0,5 diém)

Mot g6i tin hop 18 ¢6 sb thir tr 1a 253.

4. (0,5 diém)

Mot g6i tin khong hop 16 ¢6 sb thir tu 14 187.
5. (0,5 diém)

Mot goi tin khong hop 18 ¢ s6 thi tu 13 190.
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Dé thi s6 1
An toan va an ninh mang
(4 céu, 3 trang, thang diém 10)

1. Phan phoi khoéa (2,5 diém)

Xét mot giao thirc phan phéi khoa va xac thuc 14n nhau giita hai chu thé A va B thong
qua mot trung tdm phan phéi khéa KDC (Key Distribution Center). M&i khi A muén th1et
1ap mot két ndi logic véi B va can mot khoa phién str dung mot lan Ks (cho ding két nbi
logic d6 chir khong duoc sir dung lai cho cac két ndi logic khac giita hai bén), cac budc
sau day s¢ duoc thuc hién.

6. A>KDC:  IDa| IDs ]| Ns

7. KDC > A: E(Ka, [Ks || 1Ds || N1 || E(Kb, [Ks || IDa])])
8. A>B: E(Kp, [Ks || IDa])

9. B> A: E(Ks, N2)

10.A > B: E(Ks, f(N2))

A c6 mot khoa chu Ka chi A va KDC biét dugc. Tuong tu, B dung chung mot khoa chu
Kb v&1 KDC. Truy van A gtri cho KDC bao gom dinh danh ctia A, dinh danh cua B, va
mot s6 ngau nhién N1 chi st dung mdt 1an (moi thong bao & bug’)c 1 s€ cO mot gid tri N1
khac nhau). N2 ciing la mot gi tri ngau nhién chi st dung mot 1an, nhung do B sinh ra, f
la mot ham thuc hién mot bién d6i nao do trén N2 (chang han cdng N2 véi 1).
(5 (0,75 diém)
Bén nao (A, B, hay KDC) sinh ra khéa phién Ks? N6 dugc phan phéi t6i A va B
mot cach an toan (dadm bdo tinh bao mat cia khoa) nhu thé nao?
(6 (0,75 diém)
Giai thich tac dung ctia N1 (dung dé chng lai hinh thirc tan cong gi, néu khong co
N1 thi hinh thirc tan cong do dién ra nhu thé nao, con khi c6 N1 thi tan cong bi
chong lai nhu thé nao)?
(7 (1 diém)
Giai thich tic dung ctia N2 (dung dé chng lai hinh thirc tan cong gi, néu khong cé
N2 thi hinh thirc tan cong d6 dién ra nhu thé nao, con khi c0 N2 thi tan cong bi
chong lai nhu thé nao, tai sao trong thong bao ¢ budc 5 lai dung f(N2) thay vi N2)?

2. An toan mirc giao vén (3 diém)

Trong mét ing dung Web, hai bén client va server sir dung giao thirc Handshake trong
chudi giao thirc SSL dé xac thuc 1an nhau va thoéa thuan cic tham sé an ninh (CAc giai
thuat va khoa mat ma). Gia st server chi c6 mot khoa cong khai RSA dugce ching thuc tir
truée. Khoa cong khai nay vira c6 thé sir dung dé ma hoa, vira c6 thé dung dé xac minh
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chir ky. Client cling chi c6 mdt khoa cong khai duge chiing thyc tir trude, nhung khoa
cong khai ndy duoc tao ra bang giai thuat Diffie-Hellman.

(8 (I diém)

V& so d6 trao doi thong bao 4 giai doan gira client va server trong giao thirc
Handshake SSL theo cach an toan nhat c6 thé. Luu ¥ 1 client va server c6 thé tao
ra cac cap khoa riéng va khoa cong khai tirc thoi (khong duoc ching thuc) theo
bat ky giai thuat mat ma khoa cong khai nao.

(9 (1,5 diém)

Véi mdi thong bao tiy chon (tirc nhitng thong bao khong phai d6i vai bat ky
phuong phap trao doi khoa nao ciing dugc giri) va thong bao client_key_exchange,
hay chi ra n6 c6 nhitng tham s6 cu thé gi.

3. An toan thu dién tir (2,5 diém)

Chuong trinh PGP ctia mgt nguoi dung A luu gitt vong khoa cong khai c6 cac truong
Public Key, User ID, Owner Trust, va Signatures nhu sau:

Public PU | PUs PUc PUp | PUE | PUF | PUc PUH PU,
Key A

User ID A B C D E F G H |

Owner Tot | Khong | Khong | Mor | Mot | Mgt | Hoan | Hoan | Hoan
Trust bdc | tin cqy biet | phan | phan | phan | toan toan toan

Signatures | - D, F B,D A B,C|AG A B,D,E | HK
Tinh hop 18 cta khoa cong khai (Key Legitimacy) duoc PGP tinh theo cic quy tic sau:

e Khoa cong khai ctia ban than nguoi dung A 1a hop Ié.

e Néu mot khoa cong khai c6 it nhat mot chit ky c6 do tin cay (Signature Trust) 1a 6t
bdc thi né hop Ié.

e Néu khong, tinh hop 1¢ cta khoa cong khai dugc tinh bang tong trong sd do tin cay
cua cac chir ky. Trong s6 1 duoc gan cho cac chit ky c6 d tin cdy hoan toan. Trong
sO 1/2 dugc gan cho cac chit ky c6 do tin cay mdt phan. Néu tong trong sd dat t6i
hoac vuot ngudng 1a 1 thi khdoa cong khai dugce xac dinh 1a hop Ié.

e Trong tat ca nhiing trudng hop con lai, khoa cong khai duge coi 1a khong hop Ié.
V& mo hinh tin cady PGP tuong tng.

4. Antoan IP (2,5 diém)

Trong giao thirc ESP ¢6 sir dung tiy chon xac thtrc, dé chdng tin cong lip lai, véi moi
lién két an ninh, bén giri A duy tri mot bo dém dé danh s thir tyr cho cac goi tin giri di,
bén nhan B phat hién cac goéi tin ldp hodc dén qué tré thong qua mot co ché cira so. Gia
sir ctra 8O ¢o kich thude W = 64, s6 tht tu 16n nhat B nhan duge trong magt goi tin hop 1¢
cho dén thoi diém hién tai 1a N = 250, B dd nhan dugc tt ca cac gai tin hop 16 tir 1 dén
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250 ngoai trir cac gbi tin c6 s6 thir tu tir 180 dén 190. Hay mo ta két qua xir 1y theo ding
trinh tu tai B khi nhan duoc 1an luot cac g01 tin sau:

a. (0,5 diém)

Mot g6i tin hop 18 ¢6 sb thir tr 1a 187.
b. (0,5 diém)

Mot g6i tin khong hop 16 ¢6 sb thir tu 1 253.
c. (0,5 diém)

Mot g6i tin hop 18 ¢6 sb thir tr 1a 253.
d. (0,5 diém)

Mot g6i tin khong hop 16 ¢6 sb thir ty 13 187.
e. (0,5 diém)

Mot géi tin khong hop 16 ¢6 s6 thir tu 1a 190.
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