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Thoi gian : 120 phat DPuoc phép tra cieu tat gd cdc loagi tai liéu
Lop INT3307 Khong dwoc cho nguoi khac muwon tai lieu dwoi bat ky hinh thirc nao

bap an dé thi sb 1
An toan va an ninh mang
(4 cau, 3 trang, thang diém 10)
1. Ching thye X.509 (2 diém)

Xét dich vy xac thyc X.509. Cho mdt mo hinh phan cfip cac co quan chung thuc véi cac
chirng thuc lan nhau dugc mo ta nhu hinh vé dudi day.

W<<P>>
P<<W>>

W<<X>> W<<Y>>
Q<<S>> X<<W>> Y<<W>>
S<<Q>>
Q<<T>> R<<U>> Z<<X>>

Mot ngudi ding A c¢6 chimg thuc do Y cdp. Mot ngudi ding B ¢6 chimg thuc do Q cip.
Hay cho biét chuoi cac ching thuc 1an nhau va céach thirc cho phép A xac minh va tin cdy
dugc vao chirng thuc cua B.

Néu chtng thuc cua A va chimg thuc cta B ¢6 cing khoa cong khai thi ¢6 vin dé gi vé
an ninh khong? Giai thich.

Dap dan
Chuoi cac chimng thuc lan nhau: Y<<W>>W<<P>>P<<(Q>>Q<<B>>

Cdch thirc cho phép A xdc minh va tin cdy dwoc vao chitng thwe ciia B do Q cdp: A ¢6
chitng thwe do Y cdp nén cé khéa cong khai hop 1é cia Y va tin cdy vao Y; A sir dung
khoa cong khai hop 16 cia Y dé kiém tra Y<<W>>. Néu Y<<W=>> hop I¢ thi A c6 khoa
coéng khai hop I¢é ciia W. A sur dung khod... Cir nhu vay thi A sé c6 khoa céng khai hop 1¢é
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ciia O va sir dung nb d@é xac minh Y<<B>>. Néu hop I¢ thi A sé c6 khoa cong khai hop 1é
Cua B.

do d6 A c6 thé xdc minh dwoe ching thue cia W do Y cdp ding la chita khéa cong khai
hop 1é ciia W, dong thoi tin cdy vao W; twong tir nhw vdy tie chiing thiee ciia P do W cdp
A ¢6 khéa céng khai hop 1é ciia P va tin c¢dy vao P; tir chitng thuc ciia O do P cdp A ¢6
khéa cong khai hop 1é cia O va tin cdy vao O; cudi ciing A xdc minh va tin cdy dwoc vdo
chitng thuec ciia B do Q cap.

2. An toan mikrc giao van (3 diém)

Trong mot ing dung Web, hai bén client va server st dung giao thirc Handshake trong
chudi giao thirc SSL dé xac thuc 1an nhau va théa thuan cac tham sé an ninh (Cac giai
thuat va khoa mat ma). Gia sir phuong phép trao d6i khoa duoc client va server thong
nhat str dung sau khi trao d6i cac thong bao client_hello va server_hello & giai doan 1 1a
RSA. Tuy nhién, khoa cong khai RSA ma server c6 san va dugc chung thuc chi co tinh
ning ky (khong thé str dung dé ma hoa).

a. (1,5 diém)

V& so d6 trao doi thong bao 4 giai doan giita client va server trong giao thirc
Handshake SSL néu trén theo cach an toan nhat c6 thé.

b. (1,5 diém)
Véi mdi thong bao tuy chon (tirc nhitng thong bao khong phai dbi véi bat ky

phuong phap trao d6i khoa nao ciing duoc giri) va thong bao client_key_exchange,
hay chi ra n6 c¢6 nhirtng tham s6 cu thé gi.

Dap an

a) So do nhw hinh 5.6 trong sdch gido trinh (trang 168 slides bai gidng) vdi tdt ca
cac théng bao tity chon co the.

b) Théng bdo certificate do server giri cho client chira khéa céng khai RSA ¢é san chi
co tinh nang ky cua server.
Thong bao server key exchange chira khoa cong khai RSA tuc thoi do server tao
ra co tinh nang ma hoa, khoa nay dwoc ky voi khoa riéng twong ung voi khoa
cong khai RSA co san da gui trong thong bado certificate.
Théng bdo certificate_request chita cdc tham sé nhw gidi thich ¢ trang 180 ciia
slides bai giang.
Thong bao certificate do client giri cho server chita mét khéoa cong khai co tinh
nang ky cua client.

Thong bdo client key exchange chwa khoa phién do client tao ra
(pre_master secret) duwoc ma hoa voi khoa cong khai tuc thoi co tinh nang ma
hoa cua server.
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Thong bao certificate verify chira gid tri bam dwa trén cac thong bao trudc do
(handshake messages) va master secret dwoc ky voi khoa riéng twong irng voi
khoa cong khai client da giti cho server trong thong bao certificate ¢ budc 3.

3. An toan thw dién tir (3 diém)

Chuong trinh PGP ctia mdt nguoi dung A luu gitt vong khoa cong khai c6 cac truong
Public Key, User ID, Owner Trust, va Signatures nhu sau:

Public |[PUa| PUs | PUc | PUp | PUe | PUF | PUc | PUx PU,
Key
User ID A B C D E F G H I
Owner Tot | Hoan | Hoan | Mgt | Mgt | Khong | Hoan | Hoan | Khong
Trust bdc | toan | toan | phdan | phan | tin cgy | toan | toan biet
Signatures | - A B C C,D| DE E,F G H, K

Tinh hop 18 cta khoa cong khai (Key Legitimacy) duoc PGP tinh theo cic quy tic sau:
e Khoa cong khai ctia ban than nguoi dung A 1a hop é.

e Néu mdt khoa cong khai cé it nhat mot chit ky c6 do tin cay (Signature Trust) 1a 6t
bdc thi nb hop Ié.

e Néu khong, tinh hop 18 cua khoa cong khai duge tinh bang tong trong sd do tin cay
ctia cac chir ky. Trong s6 1 duge gan cho cac chit ky co do tin cay hoan toan. Trong
s6 1/2 duwoc gan cho céc chir ky co do tin cdy mdt phan. Néu téng trong sb dat tGi
hoac vuot ngudng 1a 1 thi khoa cong khai dugce xac dinh 1a hop Ié.

e Trong tit ca nhitng truong hop con lai, khéa cong khai duoc coi 1a khong hop 16,
V& md hinh tin cdy PGP tuong Ung.

bap an

So do6 véi 9 vong tron twong ing véi cdc ky hiéu tir A dén 1, trong d6 cdc vong tron A, B,
C, G, va H duwoc té xam hoan toan, cac vong tron D va E dwoc té6 xam m¢t nira, COn CAc
vong tron con lgi khéng 16 (0,75), vong tron A ¢6 vién kép, cdc vong tron con lai déu c6
vién don (0,25), vé cdc mii tén di tir B dén A, Cdén B, D dén C, E dén C va D, F dén D
va E, G dén E va F, H dén G, I dén H, va I dén mét dau héi cham (K) (1,00). Cac Vong
tron A, B, C, D, E va F ¢6 mét dau chdm ¢ gitta, cdc vong tron con lai khéng c6 dau

cham (1,00).

4. Antoan IP (2 diém)

Trong giao thitc ESP, dé chong tdn cong lip lai, véi mdi lién két an ninh, bén giri A duy
tri mot bo dém dé danh s6 tha tu cho cac goi tin gui di, bén nhan B phat hién cac goi tin
1ap hoac dén qua tre thong qua madt co ché cura s6. Gia str cira s6 ¢ kich thude W = 128,
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sO thir tu 16n nhat B nhan duoc trong mot goi tin hop 1€ cho dén thoi diém hién tai 1a N =
199, B moi nhan dugc cac goi tin hop 1€ co s6 thir ty 1é trong khoang tir 72 dén 199, con
cac goi tin ¢6 sb thr ty chan trong khoang nay thi chua nhan dugce. Hay mo ta két qua xir
1y tai B khi nhan dugc lan luot cac g01 tin sau:

a. (0,5 diém)

Mot g6i tin hop 18 ¢6 sb thir tw 13 72

b. (0,5 diém)

Mot géi tin khong hop 18 ¢6 s6 thi ty 14 73.

c. (0,5 diém)

Mot g6i tin hop 18 ¢6 sb thir tr 1a 200.

d. (0,5 diém)

Mot géi tin hop 18 ¢6 sb thir tu 1a 72.

Dap dan

a) B kiém tra thdy goi tin nam trong cira s6, chwa dwoce danh dau nén kiém tra MAC
cua goi tin, thay hop lé nén danh ddu 6 twong vng voi goi tin thir 72 trong cita so

va nhdn goi tin

b) B kiém tra thdy géi tin nam trong cira s6 va da dwoe danh dau nén logi bo gdi tin
(khong can kiem tra MAC)
C) B kiém tra thdy géi tin nam bén phdi cira s6 nén kiém tra MAC ciia géi tin, thdy
goi tin hop 1é nén dich chuyén cira so mot vi tri lam cho o tan cung bén trai la 13,

0 tan cung bén phai la 200, 6 200 duoc danh ddu, goi tin dwoc nhdn.

d) B kiém tra thay goi tin nam bén trdi cira s6 nén logi bo goi tin.
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