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Dép an dé thi sb 1
An toan va an ninh mang
(4 cau, 3 trang, thang diém 10)
1. Phan phdi khéa va xic thue nguwoi diung (2,5 diém)
a. (I diém)
(a) Trao d6i véi dich vu xéc thyc : dé c6 thé cap the
(1) C— AS: IDc || Héc || IDgs || TS
(2) AS — C: Exc[Kcgs || Hégs || 1Ds || TSz || Hanz || Théigs]
Théigs = Exgs[Keugs || Héc || 1Dc || ADc || 1Dy || TSz || Hanz]
(b) Trao d6i véi dich vu cip thé : dé co thé dich vu
(3)C— TGS : IDy || Thés || Déuc
(4) TGS — C: Excus[Kev || Hév || IDv || TS || Thev]
Thév = Exv[Key || Héc || IDc || ADc || 1D || TSs || Hand]
Dduc = Excigs[Héc || IDc || ADc || TS3]
(c) Trao d6i xac thuc client/server : dé c6 dich vu
(5)C - V: Theév || Déuc
(6) V— C: Excy[TSs+1]
Dduc = Excv[Héc || IDc || ADc || TSs]
b. (1,5 diém)
(1) C— AS: IDc || Héc || IDgsrem || TS:
(2) AS - C: Exc[Kcugsrem || Hétgsrem || 1Digsrem || TS2 || Hanz || Thétgsren]
Théigsrem = Extgsrem[Kc.gsrem || Héc || 1Dc || ADc || IDigsrem || TSz || Hanz]
(3) C— TGSrem : IDvrem || Thérgsrem || Déuc
(4) TGSrem — C @ Excygsrem[Kcvrem || Héviem || 1Dvrem || TSa || Thévrem]
Thévrem = Exvrem[Kcvren || Héc || 1Dc || ADc || 1Dvrem || TSs || Hana]
Dduc = Exc.gsrem[Héc || 1Dc || ADc || TSs]
(5) C = Viem: Thévrem || Déuc
(6) Viem — C: Ekcvrem[TSs + 1]
Dduc = Excyrem[Héc || IDc || ADc || TSs]
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2. An toan mirc giao van (2,5 diém)

a. (I diém)

So d6 nhu hinh 5.6 trong sach gido trinh (trang 168 cua slides bai giang) voi tat ca
cac thong bao tuy chon c6 thé (0,5 diém).

Thong béo server_key exchange cho phép client xac thuc server (0,25 diém).
Thong béo certificate_verify cho phép server xac thuc client (0,25 diém).
b. (1,5 diém)

Thong bao certificate do server guii cho client chira khoa cong khai DSS c¢6 sin
cua server (0,25 diém).

Thong bao server_key_exchange chira khoa cong khai RSA tire thot do server tao
ra co tinh nang ma hoa, khoa nay dugc ky voi khoa riéng DSS ¢6 san cua server
(0,25 diém).

Thong bao certificate request chita cac tham sé nhu giai thich ¢ trang 180 cua
slides bai giang (0,25 diém).

Thong bdo certificate do client gui cho server chira mét khoa cong khai DSS c6
san cua client (0,25 di€ém).

Thong bao client_key exchange chira khoa phién do client tao ra
(pre_master_secret) dugc ma hoa voi khoa cong khai RSA tirc thoi cua server
(0,25 diém).

Thong béo certificate verify chira gid tri bam dya trén cac thong bdo trudc do
(handshake messages) va master_secret dugc ky voi khoa riéng DSS c6 san cua
client (0,25 diém).

3. An toan thw dién tir (2,5 diém)

So d6 véi 8 vong tron twong tmg véi cac ky hiéu tir A dén H, trong d6 cac vong tron A,
C, E, va F duogc t6 xam hoan toan, cac vong tron D va G dugc t6 xam mot nira, cOn C4c
vong tron con lai (B va H) khong t6 (0,5 diém), vong tron A c6 vién kép, cac vong tron
con lai déu c6 vién don (0,25 diém), v& cac miii tén di tr B dén D, G va I, tir C dén B va
D, tr Ddén A, tt Edén AvaD, th F dén C, tr G dén E, vatt H&n Fva G, luu y I 1a
mdt ddu hoi chdm chir khong phai mot vong tron (0,75 diém). Cac vong tron A, B, D, E,
va G c¢6 mot ddu cham & giita, cac vong tron con lai khong c6 dau cham (1,00 diém).

4. Antoan IP (2,5 diém)
a. (1 diém)
Khuoén dang nhu hinh 8.8.c IPv4 trang 286 trong sach gido trinh (0,75 diém). Lién
ket an ninh dugc st dung ¢ ché d¢ duong ham (0,25 di€ém).
b. (1,5 diém)
Chéng duoc tat ca cac hinh thirc tan cong (0,75 diém). Vi tan cong sua doi dir

liéu do phan dir licu nam trong pham vi xac thye (0,25 diém), véi tan cong lip lai
cho co ché chdng tin cong lip lai st dung sb thir tir ciia tity chon xac thue cua giao
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thire ESP (0,25 diém), vé6i tin cong doc trom dir liéu do phan dit liéu ndm trong

pham vi ma hoa (0,25 diém).
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Dé thi s6 1
An toan va an ninh mang
(4 céu, 2 trang, thang diém 10)

1. Phén phoi khéa va xic thue ngudi dung (2,5 diém)

Xet hoi thoai xac thuc Kerberos 4. Nhu da biét, trong truong hop nguoi dung thude vé
mot phan hé A mudn truy nhap vao server dich vu thugc vé mét phan hé B khac voi A thi
cac bén lién quan bao gdm client C, server xac thuc AS ciia phan hé A, server cép thé
TGS cua phan hé A, server cép thé TGS cua phan hé B va server dich vu V cua phan hé
B phai trao doi v&i nhau tong cong 8 thong bao (ké ca thong bao V giri cho C dé C xac
thuc V).

c. (I diém)

Hay thém céc thdng tin Héc, Héwgs va Héy chi phan hé cua nguoi dung, phan hé cua
server cAp thé TGS va phan hé cua server dich vu V mot cach twong Gmg vao
nhiing chd thich hop trong hoi thoai xac thuc Kerberos 4 dé tong s6 thong bao trao
d6i trong truong hop truy nhap lién phan hé giam xudng con 6. Yéu cau dit ra 1a
gilr nguyén cac thong tin khac ctia hi thoai Kerberos 4 va cling khong dugc thém
bat ky thong tin ndo khac vao hoi thoai ngoai cac thong tin chi phan hé di néu.

d. (1,5 diém)

Viét hoi thoai trao do6i lién phan hé cho phép nguoi ding thudc mot phan hé nay
truy nhap vao server dich vu thudc mot phan hé khac (¢ xa)?

2. An toan mirc giao van (2,5 diém)

Trong mdt ung dung Web, hai bén client va server st dung giao thirc Handshake trong
chudi giao thirc SSL dé xac thuc 1an nhau va thoéa thuan cac tham sé an ninh (CAc giai
thuat va khoa mat ma). Gia sir phuong phép trao d6i khoa duoc client va server thong
nhat str dung sau khi trao d6i cac thong bao client_hello va server_hello ¢ giai doan 1 1a
RSA. Client c6 sdn mot cip khoa riéng va khoa cong khai DSS trong d6 khoa cong khai
DSS da dugc ching thuc tir trude. Server cling c6 san mot cap khoa riéng va khoa cong
khai DSS trong d6 khoa cong khai DSS ciling da dugc chirng thuc tur trude.

c. (I diém)

V& so do trao doi thong bao 4 giai doan giita client va server trong giao thirc
Handshake SSL néu trén theo cach thic cho phép hai bén xac thuc 1an nhau. Chi
rd thong bao nao cho phép client xac thuc server va nguoc lai thong bdo nao cho
phép server xac thuc client.

d. (1,5 diém)

Véi mdi thong bao tuy chon (trc nhimg thong bao khong phai dbi véi bat ky
phuong phap trao doi khoa nao cling duge guri) va thong bao client_key_exchange,
hay chi ra n6 c¢6 nhitng tham s6 cu thé gi.
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Chuong trinh PGP ctia mdt nguoi dung A luu gitt vong khoa cong khai c6 cac truong
Public Key, User ID, Owner Trust, va Signatures nhu sau:

Public PUa PUs PUc PUp | PUe PUF PUc PUH
Key
User ID A B C D E F G H
Owner Tor | Khong | Hoan | Mgt | Hoan | Hoan Mgt | Khong tin
Trust bdc | tincgy | toan | phan | toan | toan phan cdy
Signatures - D,GI| B,D A A, D C E F,G

Tinh hop 18 cta khoa cong khai (Key Legitimacy) duoc PGP tinh theo cac quy tic sau:

e Khoa cong khai ctia ban than nguoi dung A 1a hop é.

e Néu mot khoa cong khai c6 it nhat mot chit ky c6 do tin cay (Signature Trust) 1a 6t

bdc thi né hop Ié.

e Néu khong, tinh hop 1& ctia khoa cong khai duge tinh bang tong trong s6 do tin cay
ctia cac chir ky. Trong s6 1 duge gan cho cac chit ky c6 do tin cay hoan toan. Trong
s6 1/2 duoc gan cho céc chir ky co do tin cdy mdt phan. Néu téng trong sb dat tGi
hodc vuot ngudng 1a 1 thi khda cong khai dugc xac dinh 1a hop Ié.

e Trong tit ca nhitng truong hop con lai, khoa cong khai duoc coi 13 khong hop 1é.

V& mo hinh tin cay PGP tuong ing.

4. Antoan IP (2,5 diém)

Xét cac goi tin IPv4 duoc truyén tir ngudn ban dau 1a may tinh H1 trong mang cuc bd
LANI1 dén dich cudi cung 1a may tinh H2 trong mang cuc bd LAN2 qua céc cong an ninh
GWI1 cia LANI va GW2 clia LAN2. C4c thiét bi H1, GW1, GW2 va H2 déu c6 kha
ning cung cip dich vu IPSec. Cac goi tin IPSec dugc truyén trén mang Internet tr GW1
dén GW2 chdéng duogc cac hinh thirc tin céng phén tich luu lwong hitu han va gia mao
ngudn goc dir lidu.
a. (1diém)
V& khuon dang cac goi tin IPSec sao cho ching dugc ap dung it lién két an ninh
nhat c6 thé nhung van dap tng dugc cac yéu cu dd néu. Ché do str dung lién két
an ninh ndy c6 tén goi 1a gi (giao van, dudng ham, ké vdi giao van hay duong ham
nhiéu budc)?

b. (1,5 diém)

Céc gbi tin IPSec di v& chong duoc tdn cong ndo trong cac tin cong sau ddy: sira
doi dir liéu, 1ap lai, doc trom dir 1iéu? Giai thich 1y do véi tirng hinh thire tan cong.
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