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Loi giai Dé thi s6 1
An toan va an ninh mang
(3 cau, 2 trang, thang diém 10)
1. Kerberos (3 diém)
(1) A-> C: Na 0.25 diém

(1°) C->B: Na 0.5 diém
(2°) B->C: CA<<B>>|| Ng|| Sige{Na||Ng}  0.5diém [Time
(2)C->A: CA<<C>> || Ng|| Sige{Na||Ng}  0.75 diém

(3) A->C: CA<<A>> || Siga{Ns || Na} 0.5 diém

(3°) C->B: CA<<A>> || Siga{Ns || Na} 0.5 diém v
Luuy:

- Giao thue thyc hién hai lan (gitta A voi C va gitta B v6i C) cha khong phai C xen
vao gitra két noi gitra A va B sau d6 stra va chuyén tiép cac thong bao

- Can viét dlng thtr ty va dinh dang céc thdng béo

Budc (1), budc (2) can chi rd cac gia tri Na, Ng lay tir bude (1) va (2°), néu ko s& bj trix
0.25 diém

Budc (3°) can nbi gui lai thong bao s6 (3) hoic thanh phan Siga{Ns || Na} dugce lay tur
bude (3) (C khong thé tu tao ra chir ky do khong biét khoa riéng cia A) néu khong sé& bi
trir 0.25 diém

2. Chirng thwe X.509 (3 diém)
X<<W>>W<<P>>P<<R>>R<<U>>U<<B>> (1.5 diém)

Luu y: Moi mét trong cdc sai sot sau bi true 0,25 diém: Viét khéong ding dinh dang chuo~l
cac chimg thyc lin nhau (chang han c6 ddu phdy gitta hai chirng thiee lién tiép, moi
chimg thuc co y viét trén mot dong riéng,...); Thiéu U<<B>>; Co quan chirng thuc
dimg dau chudi khong phdi la X; Thiéu mét chieng thuwe khéa cong khai trong chudi, ..

Cach thirc A xac minh tinh hgp 1€ ctia khoa cong khai cua B trong ching thyc U<<B>>
Vi A c6 ching thuc khoa cong khai do X cép nén A c6 khéa cong khai hop 1¢ cua X.

A st dung khoa cong khai hop 1¢ ciia X dé xac minh X<<W>>, néu hop 1é thi A c6 khoa
cong khai hgp 1€ cua W.

A str dung khoa cong khai hop 1& cia W dé xac minh W<<P>>, néu hop 18 thi A c6 khoa
cong khai hop 1€ cua P.

Ca nhu vay,,...
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A str dung khéa cong khai hop 1& cia U dé xac minh U<<B>>, néu hop 18 thi A c6 khoa
cong khai hop 16 cta B. (1.5 diém)

Lueu Y: Moi mét trong cdc sai st sau bi trir 0,25 diém: N6i “sir dung khéa céng khai” ma
khong noi chinh xdc la “sit dung khéa cong khai hop 16”; Viét thiéu diéu kién “néu hop
16, Viét thiéu cdu mo dau “Vi A ¢6 chieng thc...” (cdu mé dau ciing dwoe coi la ding
khong bi triv diém néu viét la “A ldy khéa cong khai hop 1é truec tiép tir X khi xin X cdp
X<<A4>>"); Chi viét cdu “A sir dung khéa cong khai hop 1¢ ciia X...” roi dén luén “Cir
nhie vdy” (vi khong thé hién dwoc tinh Idp lai trong gidi thich), ...

3. An toan mirc giao van (4 diém)
a. (2 diém)
V& day du tit ca cac thong bao trir server_key_exchange (2 diém)
Luu y : Moi théng bdo bi thira hay thiéu bi trir 0,25 diém, nhwng cho sinh vién

0,25 diém néu viét dii bg khung. Tén goi ciia cdc théng bdo néu sai vé chinh ta thi
khong bi trie diem, nhung néu sai vé ngit nghia thi ciing bi trie 0,25 diém.

b. (2 diém)

Thong bao certificate ¢ giai doan 2 chira ching thue khoa cong khai DH cua
server (C6 thé viét tat la CA<<S>>PH hay CA<<S>>py) (0,25 diém)

Thong bao certificate request bao gém certificate type va certificate_authorities
trong d6 certificate_type chi ra kiéu giai thuat mat ma khoa cong khai 12 RSA
(0.25 diém) va ché do st dung 1a chit ky s6 (0.25 diém) (ciing c6 thé viét 1a xac
thuc), khong can noi rd vé certificate_authorities

Thong bao certificate ¢ giai doan 3 chura ching thyc khoa cong khai RSA cua
client (C6 thé viét tat la CA<<C>>RSA hay CA<<C>>gsa) (0,25 diém)

Thong bao client_key_exchange chira khoa cong khai Diffie-Hellman cua client va
cac tham so tong thé (0,25 diem) dugc ky vai khoa riéng RSA cua client (0,25
diém) (C6 thé viét tit 1a C{PULPH || q || a}R5A)

Thong bao certificate_verify chira chit ky cta client trén cac thdong béo client va

server trudc do trao doi véi nhau va master secret (0.25 diém) st dung khoa riéng
RSA cua client (0,25 diém)

Luu y : Gidi thudt RSA trong 16 gidi trén c6 thé thay thé bang gidi thudt DSS
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1. Kerberos 4 (3 points) |

We consider the following protocol fo
(1) L A—>B:iN

(2) B A:CA<<B>> ||

(3) A—>B:CA<<4>| S

A and B, respectively, and
public keys of A and B.
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